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Foreword 

As usual preparing the December issue we look over the 
papers of the recent semester to select the articles for 
our English version. During this work we got dubious 
feelings. The researchers and developers are working 
continuously to make use of the new results of the basic 
or theoretical sciences and to fulfil the demands of the 
present and future costumers. In spite of these it does 
not reflect completely the development trends in 
telecommunications. Namely the Hungarian develop-
ment is governed mostly by the orders of the 
international companies having subsidiaries in Hungary. 
Partly they have laboratories working with talented 
young Hungarian research fellows partly they co-operate 
with different department of the University. They results, 
the methods or systems are important and new but do 
not cover the whole spectrum of infocommunication so 
we feel the want of completeness. 

The mobile service providers try to broaden the 
access to new services and to decrease the tariffs. 
They do research intensively to reach their goal, incurs 
of it sometimes they have some theoretical results, 
too. The practical tests lead also to new solutions. 
These topics were represented in a large proportion in 
the last 5 Hungarian issues of our journal. So it was 

simple to select the description of (2) worldwide new, 

interesting results. The studies discussing the 
novelties in mobile telecommunications are leading 
the December issue. 

The measure of congestion and the methods 
reducing the congestion in democratic, packet 
switched IP based network is also a popular research 
topic. Here we had also a great choice namely a lot of 
research work dealt with methods achieving a 
guaranteed QoS level applying grouping or 
differentiating the users. The circuit reservations 
seems to be a successful method, one of its recent 
realization can be the MPLS. The CAC (Call Admission 
Control) is an other possible way to reduce the 
congestion but it can be resulted in the loss of several 

calls. From this field we are publishing (Z) theoretically 

also appealing papers which are really actual. 
Thinking more deeply on these topic come up the 

question that the WDM (Wave Division Multiplexing) on 
optical fibre will offer cheap broadband transmission 
possibility. So in the future important real-time information 
can be transmitted on fix, message associated, (or in other 
words circuit switched) channels. It would be the return of 
some old methods. In this case the convergence would 

be limited on common components and digitalisation but 
the different information should be handled in a way, 
which can optimally matched to the information. The 
synergy of information would not be hurt by this concept, 
and in the same time the network could be utilized more 
economically, namely the high amount of traffic does not 
reasons the common manipulation of different type of 
information. 

The enhancement of accessible bandwidth and the 
decreasing price of a unit of information are increasing 
the possibility of the transmission of a great number of 
programs. It will be advantageous for the customers, 
and is a good business for network-owners because 
they can make use 10 Gbit/sec on each wavelength, 
which results 1 Tbit/sec on a single fibre and more 
than 20 Tbit/sec on a cable. This solution is an 
attractive possibility in the near future therefore it is 
also represented here by 2 articles. 

We suppose that the WDM introduction and the 
development of items and systems to it will be 
determined success of telcos in the coming years. It's a 
pity but our development staffs is not interested in it. So 
in this year we had not a single new, original paper 
about this filed, which would be interested abroad too. 
We have the feeling that it would be good to encourage 
the young engineers to make steps in that direction. 
Without industrial background the development of 
photonic components will not have results, but the 
application of them have started so to operate, buy and 
measure photonic devices is inevitable. 

So we hope that in the future these topics will not 
be neglected, and our next English version will contain 
also such or similar results. 

After all 2 paper deals with test methods. One of the 
developed results is useful in the software testing the 
other is interesting in defining the material characteristics. 
It illustrates a further application of optical fibres. The 
closing paper is analysing the actual economic situation 
and one of its interesting symptom. Often we can read 
about the fusion of well-known infocom companies but 
the background of them is neither clear nor evident. The 
telecom community is saying sorrow fully good-bye to 
the world wide famous companies, and the number of 
competitor is diminishing. 

Our summary on the technical and economic 
situation does not reflect all sector of the development 
and is not able to enlighten al l the steps done to solve 
the existing problems. This is only a simplified picture 
that can have some distortion. 

Dr. György Lajtha 
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1. Introduction 

In contrast with traditional networks, ad hoc networks 
not require any previously built infrastructure, they are 
distributed and fully self organized systems. In such 
a network there should not need special roles for 
control and management. 

Mobile ad hoc networks have the following special 
attributes. Having dynamic topology means that the 
architecture of the network is not static, so routes can 
be valid just for a short time. Moving or disappearing 
nodes should not disturb the operation of the services. 
Usually nodes are small handheld devices with a 
limited capacity of resources (like battery power, CPU 
or memory). Wireless links usually have much lower 
bandwidth and these resources are often shared and 
limited. Moreover links and devices are more 
vulnerable than in fixed, wired networks. 

Additional threats exist for mobile ad hoc 
environments due to their distributed conception. In 
the rest of this paper we wil l examine these networks 
from security point of view, and further previously 
presented ideas will be introduced to make these 
systems secure. 

In section 2 we introduce routing types of ad hoc 
networks and we show two present protocols. 
Security goals and different types of threats are 
discussed in section 3. Section 4 gives cryptographic 
overview about the mechanisms needed in ad hoc 
networks. Security issues of routing mechanisms are 
discussed is section 5 and possible solutions are 
introduced to achieve a secure solution. 

2. Routing mechanisms in ad hoc 
networks 

In a multi-hop environment packets have to be routed 
to find their destinations; they should be transferred 
through a correct route. In a regular (non ad hoc) 
network dedicated points (gateways, servers) have 
information about the architecture of the network, so 
they can determine which direction the packet should 
be forwarded. Ad hoc networks have no fixed 

infrastructure, so there is no centralised knowledge or 
role. All nodes therefore should participate in the 
routing process; this should be distributed system 
from routing and other signalling point of view. 

Types of routing 

There are two main groups of routing protocols in the 
mobile area: pro-active and reactive. 

In a pro-active protocol, routes are constantly being 
tracked and stored. The main advantage of these 
protocols is that the possible routes are continuously 
known. However these can cause a high quantity of data 
to be stored and a lot of packages have to be transmitted 
through the network. On the contrary reactive protocols 
only try to find a route, when it is needed. This may occur 
higher delay at the beginning of the communication, 
because routes have to be discovered at this time. 
These are also known as on-demand protocols. Hybrid 
protocols combine the above two methods. 

In the next two sections two reactive protocols will 
be introduced. [bevprot] 

Dynamic Source Routing (DSR) 

In the Dynamic Source Routing (DSR) the sender 
strictly determines the full path of packets. The header 
of packets contain the complete sequence of hops, 
from which intermediate nodes will be able to figure 
out the address of the next hop. 

Sender maintains a route cache, and it always 
checks first their database in order to find a path 
towards the destination. If a route does not exist, 
sender initiates a route request. This is a broadcast 
message that spreads through the network and 
locates the target host. If the destination is reachable, 
it will send back an answer message that will include 
the list of intermediate nodes of the path. If the path 
that the sender tries to use is broken, then an error 
message is being generated as the detection of 
failure. Moreover the sender should try to request 
a route again. [perfan] 

In networks with low mobility this protocol can be 
quite effective, because the entries in the cache tables 
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